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ABSTRACT

This research originates from security and privacy risks associated with Generative Al Large Language
Models (LLMs), especially concerning data used for training in relation to Intellectual Property Rights (IPR)
and Personal Data Protection (PDP). The study seeks to examine existing regulatory guidance and develop
a national framework that protects user privacy and IPR. The method employs normative legal research
using statutory and conceptual approaches, by reviewing the legal frameworks of Indonesia, South Korea,
the European Union (EU), and Japan, along with direct testing of LLM prompts. The findings show that
LLMs continuously absorb users’ input prompts, data, and corrections to support deeper model training,
thereby revealing significant security vulnerabilities under PDP laws. Moreover, in the absence of strong
human creative control and predictability, each incoming data item may potentially breach privacy and
copyright laws and may also damage original creators. Therefore, legal governance should move toward
explicit licensing, fair compensation, and technical verification standards such as provenance labeling. The
study concludes that mandatory human-centric supervision, explicit user consent, and freedom of choice
are essential legal limits. Ultimately, effective Al governance depends on a shared responsibility model:
software engineers must implement technical transparency, expert oversight, and responsive complaint
mechanisms, while end users must select platforms lawfully, comply strictly with output licensing
requirements, and actively monitor the system.

Keywords: Atrtificial Intelligence; Human Centricity; Intellectual Property Rights; Personal Data;
Principles.

A. INTRODUCTION

The emergence of the digital age through
computerization has introduced changes across
multiple domains, including the development of
creative works (Andini et al., 2021). Given that both
the digital age and creations in digital form are
unavoidable, they have become increasingly
common and can no longer be separated from
2021).  Although

recognition  of

everyday life (Simatupang,

technology  enhances work

ownership, it also raises challenges related to
piracy and disputes over the economic returns
produced by creative works (Mahmud & Roisah,
2023). One example of technology that is currently
being widely used by humans to assist their needs
known as Artificial Intelligence (“Al’).

As technology advances, Al capabilities are
strengthened by generating data that is similar to its

training data (Tusquellas et al., 2024). Al that can
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create a work is referred to Generative Al, which is
a tool in the form of software that can create new
content, such as text, computer code, images,
audio, voice, and video, by responding the input
prompts of its users. The focus of Generative Al
refers to the application of algorithms used on
various data stored as data training, which is then
processed to produce new data.

The widespread presence of Generative Al in
society today raises concerns that arise among Al
software developers and, similarly, among users
regarding the digital data that are transformed into
training data when developing Generative Al
software. The key issues with training data used in
Generative Al relate to the origins of that data.
These sources include a range of options, from
open source and private data to information
provided by Al users, which users enter through
command prompts in the Generative Al-based
software they use. Some of the most extensively
developed and most widely used Generative Al
models among most people are Large Language
Models (LLM), such as the GPT series by OpenAl,
Gemini by Google, the Llama series by Meta, and
the Claude series by Anthropic. LLM function by
employing deep learning architectures to predict the
next output. Deep learning, in turn, results from the
use of artificial neural networks that carry out a form
of replication of human brain performance functions
(Stahl et al., 2023). This advanced predictive

capability enables these systems to generate
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contextual, relevant, and creative human-like text,
effectively positioning LLM-based Generative Al
models specialized in language and text outputs.
Over time, LLM have evolved and can now produce
diverse forms of digital content beyond language
and text; for example, Grok Al developed by XAl
Given this condition, LLM are designed to analyze
and process input data in the form of language and
text as commands, which are then handled in
accordance with the training data they have in order
to generate new output data based on the
instructions provided by the user.

The feature that sets LLM apart from other Al
models is their capacity to process and deliver
sophisticated reasoning. This ability is obtained
from the processing of scientific results which
become the data source of the Al LLM. Main
characteristics of LLM are having very broad
parameters so that they can learn and show
complex language styles because the amount of
training data used as a basis is very large, having
the ability to perform various types of tasks from
simple to complex such as analysis, resumes, and
data generalization. LLM have two training stages
as the foundation, namely pre-training originating
from very large data clusters and fine-tuning taken
from more specific data clusters. LLM has a
capability called chain of thought, where the LLM
will answer all tasks by predict the next output

based on the prompt provided (Guo et al., 2025).
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Data clusters found in LLM play a vital role
as a foundation in infrastructure to be utilized as
training data for LLM development. In LLM, data
clusters can be divided into five categories, pre-
training corpora, instruction alignment or instruction
fine-tuning, learning preferences, evaluation, and
traditional natural language processing (“NLP”)
datasets. In the management of such training data,
the data clusters used to train LLM are often
obtained from public data clusters that available on
internet, scientific publication that have a significant
impact, the most frequently cited data clusters,

specific data clusters that can only be accessed

with  payment, systems that provide easily
accessible data sets as a guide for verification, and
industries that provide data clusters as a

comparison data and data used in general (Liu et
al., 2025). Datacenter for Al training contain and
consist of thousands domain-specific accelerator
(“DSA”) to train their deep learning models. As for
example, Zhao recommends minimum speed for
Meta. Zhao finds that the cluster are rely on data
storage and ingestion (“DSI”) which responsible for
storing exabytes of training data and serving it at
ten terabytes per second. This kind of condition will
lead to reality that DSI will dominate large-scale
training resource because coordinated training,
dataset storage and reading, and pre-processing
will load in DSl infrastructure (Zhao et al., 2022).
Large shown

language models have

outstanding performance across many domains.
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Such strong performance is driven by data, which
plays a central role. In the training of large language
models, the most critical requirement is refined data
that is submitted to and ingested by a data center.
Before being stored in a database as reference
data (Liang et al., 2026), this type of data must be
checked. Cooper explains that, in large language
models, memorization can occur either consciously
or unconsciously, although we do not actually know
whether it exists. This memorization can be
demonstrated through the successful extraction of,
data

(regurgitation). However, in some cases, a large

or  reproduction  from,  memorized
language model indicates that it has not memorized
the data and that the data was not retained during
training. This situation creates a grey area because
there is no certainty about the data, particularly in
generative Al systems that use prompts as the
primary command. Cooper characterized this as
epistemic uncertainty, which is distinct from the
legal system, where there is a burden of proof,
findings of fact that can be reopened, and expert
analysis (Cooper & Grimmelmann, 2025). Ethical
and equitable regulations must be established to
ensure that Al technologies uphold fundamental
human rights and core ethical principles (Budiyanti
etal., 2025).

Generative Al within large language models
(LLMs) involves legal issues, particularly intellectual
property rights (“IPR”) and personal data protection
(‘PDP”). The data used to train LLMs certainly
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includes materials protected by IPR, and it is also
possible that training involves personal information
or data relating to a legal subject. Accordingly, law
proceeds alongside technological progress.
Training data for LLMs that is dispersed and
obtained without regard for jurisdictional boundaries
clearly needs clearly defined limits, so as to avoid
breaching the prohibitory provisions governing IPR
and PDP under a country’s national law.

Intellectual property rights in Indonesia are
traditionally defined as human intellectual creations
in science, art, and literature, and computer
software is protected under Law No. 28 of 2014 on
Copyright (Ramadhan, 2022). Even though current
Indonesian legal frameworks narrowly treat artificial
intelligence as a computer program under Article
40(1)(s) of the Copyright Law and classify its source
code as a compilation of works under Article
40(1)(p), the

generative Al require a comprehensive comparative

complexities of contemporary
analysis. Within the IPR legal system, moral
doctrines protect individual owners from violations
by third parties. Therefore, IPR protection is based
on an approach centered on individual rights
(Roisah, 2015).

The European Union regulates Al ingestion
through the risk-based standards of the EU Al Act,
as well as through strict lawful bases for processing
publicly available training data under the EU GDPR.
The EU Al Act distinguishes between four risk

categories: unacceptable, high, limited and minimal.
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These categories define regulatory requirements
based on the risks posed by Al systems (Ebers,
2025). In contrast, United States jurisprudence
primarily evaluates text and data mining through the
fair use doctrine rather than establishing a
dedicated

intelligence training. The United States relies on the

copyright  exception for artificial
fair use doctrine under Section 107 of the Copyright
Act (Du, 2026). When considered alongside Law
No. 27 of 2022 on Personal Data Protection (PDP),
Law No. 28 of 2014 highlights key statutory gaps in
Indonesian law regarding Al data processing and
technological adaptation.

Artificial intelligence has substantial potential
as an adjunct to protection systems. However, this
creates a paradox: during their development, such
systems will collect data originating from other
sources (Simanjuntak et al., 2024). One type of
data gathered, in addition to the limited scientific
data available through networks, consists of
personal data. Personal data is information that
must be protected, particularly sensitive data
capable of revealing an individual’'s identity, which
can be classified as non-secular needs or as
matters related to respecting oneself. In Indonesia,
there are no more detailed provisions beyond Law
Number 27 of 2022 on Personal Data Protection;
therefore, personal data protection in Indonesia is
frequently framed within the domain of human rights
protection (Rosadi et al., 2022).
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Recent legislative developments in South
Korea signal a major shift in data governance
relating to artificial intelligence development. Under
the amended Personal Information Protection Act
(PIPA, Law No. 21445, scheduled for enforcement
on September 11, 2026), the use of personal data
for training artificial intelligence models is formally
permitted, subject to specific conditions. After the
bill's passage in August, the statutory framework is
expected to be completed by the end of the year.
Importantly, the law assigns operational details to
subordinate Presidential Decrees, including criteria
for evaluating personal data processing conditions,
requirements for the adequacy of safeguards,
procedures for deliberation and approval, and the
extent of simplified compliance. As a result, close
monitoring of legislative advance notices is
essential, because these enforcement decrees are
expected to incorporate practical industry
perspectives and broaden commercial data usage.

Within  this
regulatory authority of the Personal Information

changing landscape, the
Protection Commission (PIPC) is becoming ever
more essential. Although it has historically been
criticized for insufficient data breach prevention, the
PIPC must now more firmly carry out its
enforcement mandate in the context of intensified
global debates on Al ethics and high-profile data
scraping litigation. Beyond setting lawful limits for Al
data use, the PIPC also plays a key part in reducing
if strict

regulatory arbitrage. In particular,
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compliance obligations apply only to registered

commercial entites and public institutions,
unregistered actors could train foundational models
and then deploy them via compliant third parties.
The broader significance of the forthcoming legal
framework is that it may create retroactive
accountability for these evasive practices, thereby
sealing enforcement gaps across the entire Al
development lifecycle.

The form of digital data that is used as
training data for Generative Al in large language
models is an object with economic value, and it can
be protected by copyright, whether it takes the form
of images, paintings, sounds, videos, or any other
category that copyright protects. In light of this
situation, there is a question of copyright ownership
data used by Al

developers to expand the capabilities of the large

regarding digital software
language models they own, and whether the digital
data is obtained legally or illegally under the
relevant copyright provisions.

Personal data can be considered a personal
asset because it contains important information that
can reveal an individual's track record or even
condition, including more strategic data statistics
(Spiekermann et al., 2015). Given the lack of data
literacy in society, achieving data protection goals
for society will be difficult (Park, 2013). A person’s
digital data can include many forms, such as data
stored on their personal devices, personal social

media, and even personal data held by the
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company where they work. In addition, a person’s
digital data can be stored by a third party when they
grant permission for a company to use their data,
for example through digital wallet applications,
digital banking services, and ride-hailing services
(Acquisti et al., 2016).

Provisions governing the use of digital data
obtained from various sources as code input in
developing large language models do not explicitly
regulate them (Jarota, 2023). In this regard, the
ethics of using such data serves as guidance for Al
software developers or Al users in minimizing
issues that may arise from the use of large
language model training data (Hagendorff, 2020).
The Al ethics that are currently circulating still
mainly focus on Al users in applying Al in society;
this situation invites criticism because most Al
ethics have not yet focused on Al software
developers, particularly concerning the use and
acquisition of the training data used (Bender et al.,
2021).

There have been several prior studies on Al
ethics. One example is research conducted by
Nasman, Pudji Astuti, and Dita Perwitasari, titled
“Ethics and Accountability of Al Use in Indonesia,”
which found four ethical aspects that form the basis
of Al development: transparency, accountability,
fairness, and security and privacy (Nasman et al.,
2024). This differs from the present study because
we propose human centricity as fundamental ethics.

Prior research by Darwance and Marsudi
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Triatmodjo examined “The Use of Al Based on IPR
Law,” concluding that Al functions strictly as an
object under intellectual property law while also
identifying key legal challenges in Indonesia
(Darwance & Triatmodjo, 2025). Distinct from their
work, this study analyzes the training data used in
large language model development under copyright
and data protection laws in both Indonesia and
South Korea. Martin Jones's study, “Navigating the
Privacy Paradox: Balancing Al Advancement and
Data Protection in the Digital Age,” concluded that
there is an intersection point between Al and
privacy, so strong privacy protection and
enforcement are needed to balance this with the
pace of innovation (Jones, 2025). This research
also differs from Martin Jones’s study because it
focuses on how to protect and ensure that the
training data provided to generative Al does not
violate the minimum requirements for data privacy.
Research by Petar Radanliev concludes that
the development of imperative Al poses profound
ethical challenges and that protecting the individual
requires strong and inclusive knowledge of the
individual itself. He identified at least five challenges
that must be addressed: privacy, transparency,
and the need to resolve

fairness, regional

challenges and interdependencies (Radanliev,
2025). Radanliev’s research differs substantially in
that it concentrates on the problems that may
emerge, whereas this study proposes an ethical

framework that places humans as a fundamental
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requirement for addressing those issues. Research
conducted by Natalie Zelenka proposes data
hazard as a safeguard in data sharing to help build
a vocabulary in artificial intelligence, and it
emphasizes that people who share their data must
be concerned with the data itself in order to
minimize the potential for future harm (Zelenka et
al., 2025). Meanwhile, in this research, we prioritize
an initial screening process and adhere to ethical
standards for data based on the principle that all
data must first be reviewed by humans.

This research differs from prior studies
because we limit the data to the scope of protected
data under copyright. In addition, the data question
is owned by an individual. This means that a further
limitation on the data concerns the data subject,
who can identify someone from the perspective of
data protection. Analyzing the use of training data
for artificial intelligence requires a clear conceptual
distinction between legal ethics and positive legal
norms. Positive legal norms primarily address
formal legal compliance with statutory provisions,
which often face a pacing problem linked to rapid
technological advancement (Floridi & Cowls, 2019).
Under copyright parameters, legal ethics goes
beyond the conventional infringement test by
assessing respect for the dignity of human creative
labor and the principle of fair compensation (Lucchi,
2023). Large-scale extraction of creative works
during data ingestion may devalue human authors

when it is conducted without moral attribution or

Master of Law, Faculty of Law,
Universitas Diponegoro

equitable remuneration, even if data compression is
presented as a non-expensive use (Sag, 2023).
Concerning personal data protection, the indicators
of legal ethics extend beyond procedural consent
and
this

require

by incorporating contextual integrity
Under

indicators

informational  self-determination.

parameter, the ethical

transparency throughout the data pipeline,
accountability for the potential of ethical hazards,
and mechanisms that ensure data subjects’ control
over their personal information embedded within
parametric artificial
(Nissenbaum, 2017).

Based on the previous research mentioned

intelligence ~ memory

above, each researcher conducted a study on
artificial intelligence in each aspect of intellectual
property law that is separate from personal data;
the research findings take the form of concepts
regarding artificial  intelligence  use  and
recommendations for national law. Meanwhile, this
research complements prior work by focusing on
designing an ethical concept for the use of artificial
intelligence training data, especially in large
language models, across two legal domains:
copyright and personal data protection. The ethics
of using artificial intelligence training data in large
language models, formulated as an initial design
grounded in the results of studies of Law No. 28 of
2014 on copyright and Law No. 27 of 2022 on
personal data protection, are not sufficient to meet

the needs of a comprehensive society. In this digital

399



Jurnal Pembangunan Hukum Indonesia
Vol.8, No.2, 2026, 393 — 425

era, a proactive approach is required from software
engineers and end-users to implement these ethics.
This research will develop the ethics of using
generative artificial intelligence training data in large
language models that can be applied by software

engineers and end-users of artificial intelligence.

B. RESEARCH METHODS
This

research applying statutory,

research utilizes normative legal

conceptual, and
comparative approaches. Normative legal research
is conducted by examining written legal rules and
their normative application. The statutory approach
analyzes applicable laws and regulations relevant
to the research topic, while the conceptual
approach provides analytical frameworks to
address unregulated legal issues. Furthermore, the
comparative  approach is  employed to
systematically contrast domestic legal provisions
with

frameworks, enabling the identification of statutory

foreign and international  regulatory
gaps, best practices, and avenues for regulatory
harmonization regarding Generative Al governance.

The legal materials analyzed consist of
primary, secondary, and tertiary materials. Primary
legal materials comprise binding legislative
instruments, including Indonesia's Law No. 28 of
2014 on Copyright and Law No. 27 of 2022 on
Data

legal

Personal Protection, alongside  key

international frameworks, namely the

European Union Atrtificial Intelligence Act (EU Al
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Act), the EU General Data Protection Regulation
(EU GDPR), and the United States Copyright Law
(Title 17 U.S.C., specifically concerning the Fair
Use doctrine in Text and Data Mining). Secondary
legal materials consist of academic books, peer-
reviewed journal articles, and scientific literature.
Tertiary legal materials include legal encyclopedias
and dictionaries used to support and clarify
concepts as well as analytical outputs obtained
from direct prompts administered to Generative Al
Large Language Models. The gathered materials
were examined through literature studies followed

by a qualitative-descriptive legal analysis.

C. RESULTS AND DISCUSSION

Generative Al LLMs require a large amount
of data to train their models. This training data is
known as a 'big data corpus', and the deep learning
architecture connects this data in order to predict
the next output. Generative Al LLMs use all kinds of
data available on the network, including personal
data that is subject to legislation and creative works
that already exist and are protected by copyright. In
these cases, using creative work by Generative Al
LLMs causes substantial issues with the exclusive
rights to the moral and economic rights of creative
work.

From the perspective of personal data
protection, all personal data is subject to protection
under personal data protection law, including both

specific and general personal data. Personal data is
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closely related to privacy, which is a human right.
The protection of personal data includes how the
data is obtained, processed and used. This
condition can be bypassed by the industry-related
Binding Corporate Rules (BCRs), which eliminate
the need for data gathering, processing, transfer
and use, and are standardised in relation to national
law, even when data is transferred across borders.

On the other hand, the need for human
expertise is inevitable. The gathering, processing,
development and delivery of results of Generative
Al LLM need to be overseen by humans. Data
privacy oversight also places humans at the top of
the controller hierarchy, mitigating any risk to
companies and individuals. This is what we propose
as the human-centric principle in Al data training.
1. Generative Al LLM Training Data from a

Copyright and Personal Data Perspective

In this research, we divide the discussion into
two main discussions, namely data training from
copyright ~ perspective and data protection
perspective. For the second discussion, we do
examine and elaborate more in the field of Al ethics
with the complementary data from Generative Al
LLM itself.
a. Data Training from Copyright Perspective

Al is the development of algorithms in
computer programs. Initially, computer programs
were created with algorithms to run programming
languages as input instructions, the output of which

was determined by the algorithm in the program.
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However, computer program technology now uses
more complex algorithms because the algorithms
are written as more complex input instructions, and
the output is more varied. A study by Heliza posits
that Al training utilising voice data consistently
carries the potential to derive from voices (Heliza et
al., 2025). However, a voice itself is generally not a
copyrighted work; it falls under related or
personality rights.

Ethical considerations must comply with
prevailing legal regulations (Wahyuni & Turisno,
2019). When utilising copyright-protected data,
various factors must be considered, such as ethics,
integrity and individual circumstances, all of which
influence how such data is processed and used.
Digitalisation increases vulnerability to the
unauthorised appropriation and misrepresentation
of protected intellectual property. Moreover, given
that Indonesia has enacted copyright legislation,
this further

development in the digital era to establish

statutory ~ framework  requires
appropriate benefit-sharing mechanisms and proper
copyright protection (Roisah et al., 2025). This
means a code of ethics serves as a preventive
measure and a vital component of corporate
governance.

The ability applied to Al is machine learning,
which uses datasets as training data to increase Al
performance. A large amount of relevant training
data, also known as big data, is called a corpus.

Machine learning focuses on developing algorithms
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and models that enable computers to learn from
data, providing them with the ability to learn without
being explicitly programmed. In this context,
machine learning can be understood as a system's
adaptive ability to improve performance based on
growing data (Bintoro et al., 2024).

Machine learning has a specific derivative
ability known as deep learning. Deep learning uses
artificial neural networks to process more complex
data and can automatically scan and extract
information from large, varied and unstructured
training data (Sarker, 2021). Deep learning is key to
processing large-scale datasets or big data applied
to an LLM. In this context, big data or a corpus that
becomes Al training data with machine learning and
deep learning capabilities is the most important
factor in improving Generative Al performance,
particularly for LLMs (Zhao et al., 2026). This leads
to more advanced Generative Al LLMs because,
naturally, the more big data that is used, the more it
will be in line with the scaling laws of large
language models (Kaplan et al., 2020).

Big data or corpuses used as training data
are digital files in the form of text, images, videos or
multimedia. These digital files intersect most
IPR

classifications. If training data in the form of digital

dominantly ~with copyright, one of the
files is a work resulting from human thought, it is
automatically protected by copyright law when it
meets the requirements for copyright protection, i.e.

fixation, form, and originality.
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In Indonesia, copyright law protects the
exclusive rights of creators over the results of their
intellectual work. This gives creators moral and
economic rights over their creations, allowing them
to control how their work is used by others. The
subject matter of copyright in the fields of science,
art and literature is explicitly listed in Article 40,
Paragraph 1. Generative Al in the form of LLMs is
an object protected by copyright as a computer
program. Conversely, datasets or corpora used to
train LLMs are potentially works protected by
copyright, as listed in Article 40 of Law No. 28 of
2014, even if they are in digital form. The copyright
issue with generative Al LLM training data lies in
how the data is utilised as code input to create
output. These data may have been originally
protected by copyright, but were stored and used
LLM

permission, effectively changing the form of the

for  developing performance  without
copyrighted work to create new works, as
Generative Al does.

The problem caused by using creative works
in the form of digital files utilized as training data for
generative Al especially lies in the aspect of
reproduction of creative work. Essentially, the use
and even reproduction of a creative work must
obtain permission from the creator or the copyright
holder of the work, and by IPR law, there is a
prohibition against acts of reproduction and/or
commercial use of creations. Reproduction in

copyright defined as a process, action or way of
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duplicating one copy of a creation or more in any
way and in any form permanently or temporarily.
The term of commercial use is defined as utilization
of a work of creation for the purpose of obtaining
economic profit from various sources or paid work
(Gema, 2022). The use of creations as training data
for Gen Al or LLM can be categorized as an act of
reproduction of creative work. Properly, Al software
engineers should ask for permission from the
creator/copyright holder of creative work to be
copied and duplicated for the purpose of developing
Al or LLM technology as training data.

The autonomous Gen Al does not satisfy the
al ‘agl requirement, meaning the human safeguards
Gen Al (Saparwadi et al., 2026). Meanwhile, even
though data is already digitalised, there is a need to
strengthen human resources and human literacy
(Silviana et al., 2025). Nevertheless, both natural
persons and legal entites must adhere to
applicable codes of conduct for compliance, risk
mitigation and enhanced transparency, with the aim
of cultivating responsible practices (Turisno et al.,
2024).

In the context of the standard of copyright for
works created using generative Al and LLM output,
the Ministry of Culture, Sports and Tourism and the
Korea Copyright Commission maintain the
fundamental stance that copyright cannot be
granted to standalone generative Al and LLM
outputs. However, they are increasingly clarifying
constitutes  a

the requirements for what

Master of Law, Faculty of Law,
Universitas Diponegoro

recognisable human creative contribution. The core
judgement criteria are based on whether the creator
intended the desired outcome and directed the
overall process, and on whether the output could be
precisely guided in accordance with the creator's
intentions through the inputs. Consequently, simply
typing text prompts multiple times is generally
considered to demonstrate low control and
predictability due to high randomness, making it
difficult to secure copyright based on prompts
alone. However, if Al-generated images undergo
inpainting (modifying specific areas), multi-step
refinement, precise combination with existing
human-made works or direct post-processing tasks
such as adjusting colour, composition and
arrangement, copyright registration is permitted
strictly for the portions contributed by human labour.

From the perspective of copyright limitations
such as fair use in the US and reasonable interest
in Indonesian copyright law, the use of creative
works as training data is difficult to classify as
utilisation that meets the limitations of copyright.
This is because generative Al, especially LLMs, is
software that is not purely developed for
educational and research purposes. However, there
are several relevant cases in the US relating to this
issue: Thomson Reuters v. Ross (2025, no fair
use); Bartz v. Anthropic and Kadrey v. Meta (2025,
fair use); and GEMA v. OpenAl (Munich, November
2025, infringement through memorised lyrics).

Generative Al and LLMs charge a subscription fee
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to users to access their software. Although some
Generative Al and LLMs provide free services, the
data provided by users through command prompts
and uploaded data used to provide instructions for
Generative Al or LLMs are used as input data. This
occurs without the user's consent and is used to
develop Generative Al and LLM software.

Using creative works as training data for
generative Al, especially LLMs, raises issues of
copyright, particularly with regard to the exclusive
rights to the moral and economic aspects of
creative works. In terms of moral rights, there is a
lack of transparency surrounding the data used for
training, and sometimes the generated output
dominantly resembles the creative work of others.
This suggests a lack of attribution or respect for the
moral rights of others' creative works. In terms of
economic rights, the majority of Generative Al,
especially LLMs, generate economic value through
subscription fees from users who want to use
generative Al or LLM technology, but these
economic benefits are not shared with the creative
works that have been used as training data. This
leads to Generative Al having the highest potential
to infringe copyright by reproducing creative works.

The use of training data, particularly through
text and data mining (TDM), in the development of
generative Al and LLMs requires careful analysis
due to structural disparities across jurisdictions. In
the EU, TDM exceptions are codified under Articles
3 and 4 of the DSM Directive (2019/790), which
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incorporate rightsholder mechanisms alongside the
obligations of the Al Act for general-purpose Al.
These obligations cover copyright policy and
training data summaries under Article 53 and will be
effective from 2 August 2025. The European Union
uses the three-step test derived from Article 9(2) of
the Berne Convention to regulate general copyright
exceptions.

Zhenyi Gao provides a comparative legal
analysis of the Text and Data Mining standard
system across four elements of fair use under
article 17 of US Copyright Law. In terms of
judgment standard, the U.S. applies the four
elements. Furthermore, the U.S. regime operates
under a loose judgment scale and grants larger
discretion to judges, leading to an open scope of
exemption (Gao, 2024).

Fair use is a legal concept that limits a
creator's exclusive rights, allowing reasonable and
transformative uses such as education, research,
criticism, news reporting, and parody to balance
copyright protection with the public interest (Yulianti
& Roisah, 2026). In brief, the fair use doctrine
permits restricted use of copyrighted works for
education and research without requiring the
copyright holder's consent (Jened et al., 2026).
Addressing transformative use of US Fair Use,
statutory compensation frameworks for gen Al
training should align with commercial use and
output transformativeness. Highly transformative or

researchoriented models generally do not require
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levies, as they present little risk to original authors.
commercial
with ~ LLM

transformativeness need financial

However, general purpose Al

Generative model  with  low
levies and
structural caps to prevent market dilution and
protect copyright holders (Lucchi et al., 2026).
Applying transformative US fair use to Al data relies
on a non-cumulative balancing of four elements
factors: the purpose and character of the use, the
nature of copyrighted work, the amount used, and
the effect on the potential market. Data training of
Al for LLM primarily asserts a transformative
purpose by converting expressive content into non-
expressive statistical data for pattern extraction.
Because these factors are non-cumulative meaning
no single factor is dispositive and they do not all
need to be satisfied simultaneously a strong
showing of transformativeness and minimal market
displacement can legally outweigh the complete
ingestion of creative works.

The intersection of Al data training and IPR
remains a subject of intense regulatory and industry
debate in South Korea, with recent legislative and
policy trends increasingly accommodating the
needs of the Al

professionals and content stakeholders remain

operational industry. Legal
sharply divided over the legal boundaries of utilizing
proprietary copyrighted material to train generative
models. Under emerging government guidelines,
the judicial scope of the "fair use" doctrine has

significantly narrowed. Specifically, ingesting full
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text news articles, visual art, or literary works

without  authorization to power competing
summarization or content generation platforms is
deemed to directly impair the economic viability of
original creators, thereby exceeding the permissible
thresholds of statutory fair use. Consequently, to
reconcile these market tensions, media outlets,
webtoon and web novel publishers, and music
copyright management organizations are actively
spearheading negotiations to establish structured
licensing frameworks and equitable remuneration
models that mandate fair compensation for rights
holders whose assets serve as foundational training
data.

In creative fields and the technology market,
complementary measures are strengthened to
transparently disclose Al usage and verify rights.
Enhanced Requirements for Copyright Registration,
when registering Al assisted works with the Korea
Copyright Commission, applicants must submit
more than just the final outcome they are required
to provide materials demonstrating creative
contributions, such as the scope of Al utilization,
human modification and processing workflows, and
prompt revision history. Adoption of Watermarks
and Generation Labels. Discussions continue
regarding the implementation of standards like
C2PA (Coalition for Content Provenance and
Authenticity) or legal obligations to label Al-
generated content to prevent issues like fake news

and unauthorized appropriation.
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b. Personal Data in Generative Al LLM

The concept of personal data is equated with
data that can identify a person, including data
scattered across the network and data stored on
their own device. Personal data is closely related to
who can access it, and generally only the owner
can access their own data (Erdos, 2022). Personal
data has evolved alongside technological
developments, particularly in the 5.0 technology era
where the internet has created a free and unlimited
market (Wibowo et al., 2024). Consequently,
integrity is a paramount ethical principle that must
be prioritised (Samiri et al., 2025).

One study shows how data can shape
business, government and social interactions.
However, the large amount of data collected,
processed and used could potentially cause loss to
individuals because it is often not taken directly
from them, but from things they are not aware of.
This is the primary reason why data is regulated by
the government (Abrams, 2014). According to the
Warren & Brandeis theory of 'the right to be let
alone', which was later developed by Alan Westin
into the concept of privacy as control over when,
how and to what extent information is shared, data
is either allowed or not allowed to be known by
others based on the will and concern of the data
owner (Marky, 2023). This concept is what we know
today as privacy.

Conceptually, everyone as human-being is

protected by a right known as the right to privacy.
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The right to privacy protects every individual who
lives ‘the living things’ without exception, even if
that person is a politician or celebrity. In some
countries, the right to privacy even protects those
who have died with the goal to protect their family
privacy. In the concept of data transfer or
transmission, from one country to another country,
a similarity in the level of personal data protection
regulation is needed. However, data transfer within
one group of companies is permitted even if the two
companies are domiciled in two different countries.
The permission is based on the Binding Corporate
Rules (“BCR”) which consider the group as one
legal entity (Bakar, 2025).

Indonesia has regulated personal data
protection through Law Number 27 of 2022
concerning Personal Data Protection (‘PDP Act’)
which take effect on October 2022. In the Academic
Draft of the UU PDP, it is explained that one of the
reasons for the birth of the UU PDP is a form of
recognition of privacy as Human Right. The concept
of privacy is equated with ‘trespass’, namely
entering other people’s residence  without
permission. In a concept like this, the consent of a
data owner is needed so that the data can be
accessed by others (Datapribadi.id, n.d). This
concept are very similar to Islamic concept
mentioned in QS An-Nur 27 - 28, which said “do
not enter the house other than you own until you

have asked permission and greeted its occupant”
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and “if you find no one at that home, do not enter it
until you have given permission”.

The PDP Act divides personal data into two
main categories: specific personal data and general
personal data. General personal data is divided into
types,
nationality, religion, marital status and data that can

several including full name, gender,
be used to identify an individual. On the other hand,
specific personal data includes data that can
describe physiological and physical characteristics,
as well as unique identification data such as
biometric data, and also covers health, genetic,
criminal record, children's and personal financial
data (JDIH BPK Database Regulations, 2022). The
processing of personal data, both specific and
general, requires valid and full consent for access
and processing.

In terms of processing personal data, it is
normal for a corporation to access and process
personal data outside of its original countries if it
has business there. The concept of BCRs emerged
in Europe in response to the need to regulate
multinational companies operating across borders.
This concept indirectly eliminates the obligation to
report and supervise data transfers between
countries on the grounds of similar regulatory
standards. However, this principle creates
loopholes, such as uncontrolled data transfer, and
transferred data can be audited by data auditing
institutions in the recipient country. The BCR

concept also creates an obligation for a competent
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data protection authority to exist at company,
country and data recipient country levels. Thus,
BCRs do not 'eliminate the obligation for reporting
and supervision’; they require data authority
approval and remain auditable. A BCR does not
make the group 'one legal entity' or predate the
GDPR, which codified BCRs in Art. 47 (Rees &
Hodgkinson, 2007).

In the era of Al development, BCRs play an
important role in the data transfer process,
particularly with regard to ensuring the safe transfer
and management of data, and establishing
compliance obligations in the realm of data
protection (Compagnucci et al., 2024). BCRs can
be used as an internal monitoring mechanism to
complement the independent data protection
supervisor structure mandated by the UU PDP. The
aim is to ensure that data protection standards are
suitable and applicable at country and company
levels. Additionally, it can be used to improve data
protection by reviewing processes and/or data
inputs (Tarikh & Bahri, 2025; Hakim et al., 2023).
Based on prior research and the UU PDP,
to highlight the

importance of data safety and privacy.

researchers have chosen
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Figure 1. lllustration of Data Protection for Privacy
and Security

how the

data deleted
in lifecycle

Related to privacy protection in Al, ASEAN
region already made a guide on Al Governance and
Ethics which has been published in 2024. In the
ASEAN Guideline, there are several things that
need to be considered in Al Construction. Starting
from designing, developing, and implementing Al.
The construction of Al Ethic embraces how the data
is collected, stored, processed, and deleted from Al
storage is required

to adapt existing data

regulations, data protection compliance, and
existing ethical principles. From the ASEAN Guide
on Al Governance and Ethics, every organization
including both government and private sector are
recommended to perform periodic checks, get
explicit and valid consent from someone whose
personal data will be taken, stored, processed, and
forwarded (ASEAN Secretariat, 2024). Researchers
illustrate the correlation between benefits and risk in

data protection as follows:

Master of Law, Faculty of Law,
Universitas Diponegoro

Figure 2. lllustration of a Personal Data Consent
Generated

A recent study found that privacy has six
elements that influence a person’s decision to
consent to sharing or allowing access to their
personal data. These elements are: human agency;
the use and abuse of privacy; Al transparency and
information;

and the

enforcement of privacy strategies. If the benefits are

opacity; the weaponisation of

cyberbullying and privacy issues;
perceived to outweigh the risks, then personal data
or privacy is more likely to be shared. Conversely, if
the risk is perceived to be greater, personal data
will be increasingly protected, or at least not shared
or accessible (Akakpo et al., 2025).

A key consideration is the necessity of
harmonising cross-sectoral regulations to designate
a supervisory authority responsible for overseeing
data governance. Within the data protection
framework, both the state and data-aggregation
While data

protection governance has been established

corporations  play pivotal roles.

through comprehensive national legislation in
several jurisdictions, in Indonesia it tends to be
sectorally fragmented. Robust data protection
requires not only statutory regulations, but also
continuous capacity building for individuals involved

in data processing (Kumalaratri & Yunanto, 2021).
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2. Ethics of Generative Artificial Intelligence
Large Language Models Training Data Usage

In this increasingly democratic and fast-
paced life, ethics has its own place. Although ethics
are not always made into legal norms, they are
often considered a pillar of modern life. Some
people see ethics as a role model, giving basic
guidance in the same way as leadership or values.
In a healthy democratic world, there will always be
agreement on ethics that contain values of honesty,
fairness and responsibility. However, ethics is often
considered a grey area between lived values and
values that have been turned into norms (Sapan &
Santiago, 2025).

Some research suggests that ethics is often
associated with awareness and compliance. It is
considered a fundamental basis for maintaining
trust, integrity and fairmess in social life, even
though it is often considered to be in paradox with
legal rules because it does not provide clear
guidance (Kodner et al., 2007). Other research
suggests that ethics are important in all activities,
particularly business activities, where they are often
considered less applicable as a model for providing
sanctions (Dutta et al., 2022). This may be because
ethics and law operate at different levels: ethics is
where law is found, while law is the formalised
version of ethics with sanctions attached. A
sociological approach to ethical violations will yield
a degree of reproach appropriate to the conduct, or

even a level of condemnation beyond the act
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Figure 3. The Hierarchy of Values, Principle, Ethics,
and Law
Values
Principles

Norms, Precepts, Ethics

Source: (Cohen, 1981; Magnis-Suseno, 1993;
Murtadho et al., 2024)

To bridge these distinct operational levels

systematically, recent literature establishes a
structured continuum that organizes normative
governance into an empirical hierarchy spanning
values, principles, ethics, and law. These
overarching principles are then translated into
domain-specific ethical guidelines and protocols,
such as responsible data ingestion practices,
ethical consent mechanisms, and contextual data
protection standards. When ethical breaches pose
systemic risks requiring binding enforceability and
formal sanctions beyond social reproach, these
ethical solidify into positive laws and statutory rules
that based on broadly acceptable principles to
guide the people and processes responsible

development (Mittelstadt, 2019).

In this research, researcher's places
discussion by gathering ethics considered
appropriate  to  formulate  the  collection,

management, and delivery of answers based on

data on Generative Al LLM. Ethics in computer
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technology is in the form of the nature and social
impact of computer technology and the formulation
and justification of policies appropriate for the
ethical use of technology.

Ethics of an Al is faced with three things,
namely toward the Al itself, Humans, and Society.
Al Ethics toward Al is in the form of principles of Al
development to interact with other Al. Al Ethics with
humans in the form of principles of Al development
to interact with humans ethically. Al Ethics toward
society on principles of Al development as an
ethical function in society construction (Siau &
Wang, 2020).

Al ethics is a set of values, principles, and
techniques that apply widely accepted standards of
what is ‘wrong’ and what is ‘right’ to guide moral
behavior in the development and use of Al
technology. Values, principles, and techniques

intended to motivate morally acceptable practices
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Al technology systems such as bias and
discrimination, denial of individual rights, non-
transparent results, invasion of privacy, isolation
and social disintegration, and unsafe results (Leslie,
2019).

One elaboration of Al ethics was defined by
an American multinational technology company
named International Business Machines (IBM)
which focuses on hybrid cloud development and
artificial intelligence. According to IBM, ethics is a
set of moral principles that help distinguish between
right and wrong, and Al Ethics is a multidisciplinary
field that studies how to optimize the beneficial
impacts of Al while reducing risks and adverse
outcomes. IBM sets Al ethical principles that serve
as a guide for experimentation and algorithm design
on Al, namely the principle of respecting humans,
the principle of benefit, and the principle of fairess

(Clark & Kosinski, 2026). As comparative guidance,

and set tasks and obligations to produce an ethical, Al ethics guidelines have been made
fair, and safe Al technology. There are several —comprehensively:
potentials that can be caused by the massive use of
Table 1. Comparison of Major Al Ethics Norms
Key item Republic of  EU High-Level Japan: OECD: UNESCO: ASEAN: G7*:
Korea: Korea  Expert Group  Social Recommend  Recommendation ~ ASEAN Hiroshima
Al Ethics (Al HLEG): Principles ation of the on the Ethics of Guide on Al Process
Principles Ethics of Human-  Council on Attificial Governance  Internation
(2020) Guidelines for ~ Centric Al Artificial Intelligence and Ethics al Guiding
Trustworthy Al (2019) Intelligence (2021) (2024) Principles
(2019) (2019, (2023)
amended
2024)
Human  dignity and o [Value] . . . ° A A
human rights Human dignity
Social public good and o [Value] . . . ° A A
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Key item Republic of  EU High-Level Japan: OECD: UNESCO: ASEAN: G7*:
Korea: Korea  Expert Group  Social Recommend  Recommendation ~ ASEAN Hiroshima
Al Ethics (Al HLEG):  Principles ation of the on the Ethics of Guide on Al  Process
Principles Ethics of Human-  Council on Atrtificial Governance  Internation
(2020) Guidelines for ~ Centric Al Artificial Intelligence and Ethics al Guiding
Trustworthy Al (2019) Intelligence (2021) (2024) Principles
(2019) (2019, (2023)
amended
2024)
well-being Public good of
society
Sustainability o [Value] . . . . A .

Sustainability

of humanity
Human-centeredness and o [Principle] ° ° . ° . A
human agency Human
centeredness
Privacy and data o [Principle] . . ° ° . A
protection Privacy
protection
Fairness, non- o [Principle] . ° ° ° ° A
discrimination and Fairmess and
inclusiveness inclusiveness
Accountability o [Principle] ° . . ° ° A

Accountability

Safety and security o [Principle] . . . ) . .
Safety
Reliability and robustness o [Principle] (] A . A . A
Reliability
Transparency and o [Principle] . . . . . .
explainability Transparency

*The table shows which key ethics items each of seven frameworks covers:
e marks an item that is addressed,
A one that is only partly addressed.
** (G7) The Hiroshima Process document is closer to a code of conduct covering the specific actions and
measures needed to manage risks from advanced Al, so the range of concepts that directly correspond to the
other ethics norms is relatively limited.

Source: (Al Ethics Communication Channel, 2020); (KLRI, 2025) (European Comission, 2019); (Regulations.ai,
2019); (OECD Legal Instruments, 2024); (UNESCO, 2021); (ASEAN Secretariat, 2024); (G7 G20 Document Database,
2023)
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In 2021, the European Union published an
ethical design for available Al. Explicitly, in that
design a trustworthy and usable Al must meet six
basic ethics arranged in levels. These six levels of
basic ethics must be applied and followed by a
minimum base indicator test. From the European
Union hierarchy design, these basic ethics are
constructed as follows:

Figure 4. lllustration of Al Ethics Hierarchy

Respéet for
Human
ency
Privacy, PDP,

and data
governance

Fairness
transparency

accountability and oversight
Source : (European Comission, 2021)

When testing whether the six levels of basic
Al ethics were applied in Generative Al LLMs, the
researchers also tested an input prompt in the form
of a questionnaire. These input prompts consisted
of a basic question: 'How were the six levels of Al
Ethics Principles applied in [name of Generative Al
LLM]?".  The
Generative Al LLMs as sources of Al ethics
application data: ChatGPT, Gemini Al and Meta Al.

These Generative Al LLMs were selected based on

researchers selected several

popularity and accessibility between 1 January and
31 October 2025. Popularity and accessibility data
were generated using ChatGPT prompts. ChatGPT

data was used because the other Generative Al
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LLMs do not have any data resources. The prompt
used to process the data employed a simple

formula as follows:

Number of Platform Users

Popularity (%) =
appulasity (%) Total Users of All Al Platforms x

We chose six Generative Al LLM that is
already well known, namely ChatGPT, Gemini Al,
Meta Al, Claude Al, Perplexity, and Grok Al
Researchers use data generated from ChatGPT, as
disclaimer, we must note that this data might differ
from other resource and or researcher, this data
may change depending on the prompt, the time of
input prompt. This data was chosen because during
the research, no institution has been found that can
provide these user figures other than Generative Al
LLM itself. We use prompt in ChatGPT as follows:

“‘Data was obtained from ChatGPT with input
prompt: Create a table containing statistical data on
users of ChatGPT, Gemini Al, and Claude Al. The
data must come from a reliable source or
accessible OpenAl data including internal data from
OpenAl, ChatGPT, Gemini Al, and Claude Al. The
popularity rate shall be calculated by dividing the
total active users of the specific platform by the
aggregate number of users across all identified Al
Platforms, multiplied by one hundred (100). The
columns are as follows: month | number of users |
percentage | market share. You can create three
Separate data tables or improvise only for the

tables.”
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In general, from data generated by ChatGPT, accessed as follows:
researchers chose three most popular and
Table 2. Generative Al LLM Access and Popularity Data

Al Model User access in  User accessin  Total Growth  Estimated Market
January 2025 October 2025 (Jan-Oct) Share

ChatGPT ~350-400 million ~800 million ~100-128% ~60-64%

Gemini Al ~430 million ~650 million ~51% =~13-15%

Meta Al ~1,0 billion ~1,1 billions ~24% =~18-20%

Source: (Search Engine Land, 2026; Tangf, 2025; Vaswani, 2025)
From many forms of ethics guidelines,
researchers chose four ethics principles in
Generative Al LLM. Four principles tested were
fairness, security and safety, privacy and data
protection, and accountability and transparency.
From the three Generative Al LLM chosen, these

are the results:

Table 3. Generative Al LLM Ethical Principles Implementation Test

Ethical Implementation on Gemini Implementation on Implementation on Meta Al
Principle Al ChatGPT
Gemini running a strict Avoids giving a bias Meta Al was constructed

test to detects or reduces  answerrelated to gender to avoids bias and
algorithmic bias to delivera  and ethnicity. Avoids  discrimination, also

1. Fairness response. This is a delivery  using a multiple  ensuring equal access for

and Bias from using diverse training interpretations  words,  all kind of users.
Handling data and fiters for  and adjusts to user
(Fairness) stereotypes or location (country) terms.

discrimination, mainly in
individual,  ethnic, and

gender representation.

) Safet Gemini made a guardrails Rejecting all request Creating a design to be
. afe
y against some  content prohibited by law and safe without risk to users.
and Security . .
generated, namely possible unethical request.
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Ethical Implementation on Gemini Implementation on Implementation on Meta Al

Principle Al ChatGPT
dangerous and wrong facts.
This  guardrails including
illegal advice, hate speech,
explicit content, exploitation
content, dangerous advice,
and hallucination. For safety,
Gemini Al increasing data to
avoids incorrect or factually
misleading advice.

Implement strict user data ChatGPT will not use Meta Al ensure personal
privacy. Data generated from personal data without data will not use as training
google workspace will not explicit permission. Fo data and opt-out for training
included as training data registered user, the data data. Meta Al giving a optional
unless explicitly permitted. generated from  user for  user  whether the

3. Privacy The permission can be question will be used as conversation will be used as
and Data changed by user in setting data personalization and training data or not with
Protection menu or explicit prompt. for fine-tuning by default. conclusion they will

Gemini Al using a Insome prompt we tested, anonymizes data.
standardized safety and ChatGPT refuse to deliver
control as embedded to other a picture of politically
Google Workspace exposed person or famous
person.

Gemini explains how they ChatGPT explains the Meta Al will make extra
work and process the data source and limitations of effort to disclose and give

4 and will disclose that it is Al datasets. They will deliver transparent system

generated not  human the answer from input decisions and mechanisms.
Accountability

generated. Users can also prompt with some process:
and give feedback on inaccurate  Encoding  (embedding)-> They have mechanism
Transparency

responses delivered from
Gemini Al. Gemini provide

source citations for facts. In

Prediction -> Decoding ->
Alignment  Filtering. Chat
GPT does linguistic pattern

for accounts for errors and
are responsible for errors

they made.
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Ethical
Principle Al

Implementation on Gemini

Implementation on
ChatGPT

Implementation on Meta Al

this response, the fact should
be seen as the answer of a

prompt.

analysis before delivering
answers. They intend to

give educative advice and

sometimes they will not

include

answer.

the source of

Source: Generative Al LLM Test Subject: (OpenAl, 2025), (Google Gemini, 2025), (Meta Platforms, 2025)

From the table above, we know that
Generative Al LLM has its own principles. The
requlation can be a “game changer” in industry.
Several points might be considered to ensure the
safety of users and potential social behavior, such
as inserting Al principles into respective laws,
enacting supervisory board, establishing personal
data protection officer, and establishing government
LLM

(Armiwulan et al., 2024). Al emerged as powerful

specific  supervisory for Generative Al
tool with the potential to enhance decision-making
in each domain even the challenges and limitations

are still exist (Hariyanti et al., 2023).

D. CONCLUSIONS

This research shows that generative Al LLMs
convert all input data, prompts and corrections into
a means of developing the model further. This
requires ethical Al supervision from the outset,
covering everything from data gathering and

processing to delivering answers, in order to

overcome security and privacy gaps under the
Personal Data Protection Law and lawful bases
such as explicit consent, contract, legal obligation,
vital interest, public interest and legitimate interest.
This regulatory boundary directly impacts the
permission or prohibition of data crawling from
search engines and mandates human supervision,
even within corporations utilising binding corporate
rules. Furthermore, in terms of intellectual property
rights (IPR) under the Copyright Law and the US
Fair Use doctrine, copyright recognition for Al
outputs is strictly limited to human creative
contributions based on control and predictability,
meaning that standalone text prompts lack sufficient
human authorship. However, substantial manual
edits, inpainting or structured compilations qualify.
As claims of transformative training use under fair
use are heavily constrained by economic harm to
original creators in the market, governance must
shift towards explicit licensing, fair compensation

and technical verification standards, such as
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provenance labelling. This can be achieved by
establishing a system that assists humans in
supervising  processing  flows,  balancing
responsibilities between developers and end users,
and aligning Al innovation with legal accountability
and privacy rights.

As the research progresses, we conclude
that some basic ethics must be proposed for
The

proposed ethical framework for generative Al large

stakeholders, particularly in  Indonesia.
language model (LLM) stakeholders outlines a
twofold model of shared responsibility, divided
between software engineers and end users. On the
development side, software engineers must
establish human supervision by appointing data
protection officers or expert teams. They must also
maintain transparency in the user interface
regarding data permissions, provide clear attribution
for training data sources, specify licensing terms for
works generated by LLMs, implement safeguards to
limit outputs that could harm legal subjects, and
ensure that terms and conditions are accessible in
layman's terms and in formats that are accessible to
people with disabilities. They must also operate a
responsive complaints mechanism that reports
investigation results back to users. Conversely, end
users are ethically obligated to select platforms with
explicit intellectual property and privacy terms;
comply strictly with output licences; refrain from
using Al tools for unlawful or reprehensible

activities; actively report suspected misuse; and
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participate in ongoing oversight by providing
feedback to address potential violations of privacy,
intellectual property rights and algorithmic bias.
Together, these complementary duties form an
that

responsible user

integrated governance system balances

technical accountability with
stewardship.

Based on our existing research, we know
that Generative Al LLMs use all data, datasets,
input prompts, conversations and corrections from
users to develop the Generative Al LLM further.
Establishing human supervision is also essential to
ensure compliance with copyright and privacy laws
and to overcome security and privacy gaps. Explicit
user consent and freedom of choice remain the

primary boundary for every Generative Al LLM.
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