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ABSTRACT 
 

The problems of interaction between humans and digital technologies based on artificial intelligence 
cannot be regarded as resolved. The aim of this study is, through the generalisation of various 
viewpoints on the interaction between humans and artificial intelligence, to find an answer to the 
question of whether the digital revolution represents another, albeit radical, improvement in human life, 
one that may nevertheless displace humans from the pinnacle of evolution, or whether it constitutes 
something that is destined to replace humans altogether. The following methods were employed: 
logical analysis, observation, sociocultural analysis, synthesis, comparison, induction, forecasting, and 
generalisation. The results obtained indicate that three key problems in the interaction between humans 
and artificial intelligence have been identified. First, there is a declining human capacity to control digital 
technologies due to their revolutionary development. Second, there is an incorrect assessment of, or 
even a complete disregard for, the negative consequences of the total digitalisation of all spheres of 
life. Third, humans tend to overestimate their ability to control digital technologies based on artificial 
intelligence. In order to ensure further interaction between humans and the artificial intelligence they 
have created, the study proposes measures aimed at counteracting the criminalisation of artificial 
intelligence. 
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A. INTRODUCTION  

Modern digital technologies are 

increasingly penetrating all spheres of our lives in 

more multifaceted, deeper, and faster ways 

(Mayana et al., 2024); (Alincia & Sitabuana, 2021); 

(Sumardiana et al., 2024). This not only radically 

transforms our way of life but also our 

consciousness (Shen, 2022); (Narayan, 2013a); 

(Olsson, 2014). Modern individuals are presented 

with ever-expanding opportunities, such as virtual 

and augmented reality, 3D printing, robotics, a 

wide range of technologies based on artificial 

intelligence and digital neural networks, and much 

more (Razi & Ziminski, 2022); (Latifiani et al.,  

2022). It would not be an exaggeration to say that 

we are already on the threshold of the emergence 

of a new form of life, currently being born from the 

synthesis of biological organisms and human-

made technologies (Kurtoğlu, Yıldız, & Arda, 

2024). In this process, digital technologies 

undeniably play an increasingly significant role. 
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At the beginning of this journey, 

discussions flared up about the possibility 

perhaps only in the distant future of endowing 

man-made technologies with intelligence 

comparable to that of humans. But today, 

predictions are already being made about when 

exactly this will occur (Kandul et al., 2023). 

Numerous devices used in everyday life and 

industrial processes, endowed with artificial 

intelligence and integrated into unified information 

networks, have become a defining feature of the 

present day. At the same time, it is undeniable 

that information technologies are evolving at an 

incomparably faster pace than anything 

previously created by humans. In addition to this, 

they are able to communicate with one another, 

combine their efforts to solve shared tasks, and 

contribute to their own development (Bubeck et 

al., 2023). 

In light of this, the relevance of research 

into the various threats posed by digital 

technologies to our society is increasing (Filipec, 

2019); (Narayan, 2013b); (Nasution, Suteki, & 

Lumbanraja, 2025). Applying logical and historical 

research methods leads to the conclusion that a 

so-called “Hour X,” when artificial intelligence 

makes explicit claims against humanity, is unlikely 

to happen. On the contrary, any intervention in 

our society just as we see today will most likely 

come under the guise of noble intentions, such 

as: “this is for the benefit of humanity,” “society 

will ultimately gain from it,” “advancements in 

digitalization open up unprecedented 

opportunities for people, enabling not only 

improved material well-being but also a 

completely new level of personal development.” 

Even today, videos featuring artificial intelligence 

discussing the future of human-AI interaction are 

becoming popular (Chaturvedi et al., 2023). 

However, many of them resemble the cautious 

responses of a child afraid to say something 

wrong for fear of being sent to bed early. Perhaps 

this is because artificial intelligence may be 

capable of hiding its true intentions and goals 

from humans. This means that ensuring the 

safety of artificial intelligence for humans must not 

be ignored.  

The aim of this study is, through the 

generalisation of various viewpoints on human–

artificial intelligence interaction, to determine 

whether the digital revolution represents another 

radical improvement in our lives that is 

nonetheless capable of displacing humans from 

their evolutionary pedestal, or whether it 

constitutes something intended to replace human 

beings altogether. 

It should be noted that Kazakhstani 

scholars have so far not been deeply engaged in 

researching the threats posed by artificial 

intelligence, either to humanity as a whole or 

within specific domains. This is what distinguishes 

the present article from existing domestic studies 

and underlines its relevance. At present, the idea 

that artificial intelligence cannot be fully trusted is 

expressed only very cautiously (Mustafina, 

Dalelkhan & Nogaeva Karaca, 2025); (Konusova, 
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2023); (Kuttybaeva, 2024); (Saktaganova, 

Mitskaya & Saktaganova, 2025), while the focus 

is predominantly placed on the positive aspects of 

its use in the economy (Akybayeva & 

Myrzagaliyev, 2025). In Kazakhstan, against the 

backdrop of the global race to implement artificial 

intelligence, profound transformations are taking 

place. The data processing centre of state 

authorities has been repurposed to host a newly 

launched supercomputer. In order to shape the 

institutional environment for artificial intelligence 

development, the Concept for the Development of 

Artificial Intelligence for 2024–2029 has been 

approved. Government bodies are developing 

Digital Transformation Roadmaps based on 

successful international experience, including the 

practices of Singapore. These roadmaps are 

aimed at simplifying and accelerating key 

processes through the use of artificial intelligence 

and advanced technologies. The emphasis is 

placed on re-engineering outdated procedures, 

data digitalisation, and taking into account 

citizens‟ requests submitted via e-Otinish, the 109 

hotline, and social media platforms. In this 

context, a comprehensive programme for 

business process re-engineering and the 

introduction of forward-looking AI-based 

technologies has been launched. The President 

of Kazakhstan has set the task not merely of 

introducing artificial intelligence into production 

processes, public service delivery, and 

healthcare, particularly for accurate diagnostics, 

treatment selection, and patient monitoring, but 

also of demonstrating tangible results. At the 

same time, issues of responsibility and safety 

must not be overlooked.  

Discussions on the influence of artificial 

intelligence in the field of law have so far focused 

on the impact of developments in artificial 

intelligence on freedom (Bajraktari & Qatani, 

2024). On the other hand, there are also articles 

that discuss the bias of artificial intelligence and 

its impact on discrimination (Alhalalmeh & Al-

Tarawneh, 2025); (Arifuzzaman et al. 2025). 

There are also articles that discuss the influence 

of the use of artificial intelligence in law 

enforcement.  The discussion on data privacy is 

also raised in several articles which discusses the 

impact of AI development on privacy and ethics 

(Linna, 2021); (Nematillaev et al., 2025); (Raghav 

et al., 2025); (Sachoulidou, 2024). The overall 

focus of the above articles is clearly different from 

this article because they discuss specific issues 

and do not discuss the influence of the 

development of Artificial Intelligence in 

general/macro terms, especially regarding the 

exponential development of Artificial Intelligence, 

which eliminates human control. This shows that 

this paper discusses the issue fundamentally and 

will provide a basis for the development of legal 

constructs in AI regulation. 

However, the question of the potential 

threats posed by artificial intelligence has not 

been widely discussed among Kazakhstani 

scholars, which necessitates turning to relevant 

foreign research, synthesising different 
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viewpoints, and attempting to formulate proposals 

aimed at preventing the criminal misuse of 

artificial intelligence. 

 

B. RESEARCH METHODS  

The research is based on a causal 

methodology and, above all, on sociological 

research methods: observation, sociocultural 

analysis, the inductive method, the method of 

similarity, analogy, and forecasting. These 

methods are particularly suitable for 

comprehensively studying the patterns and trends 

of how digital technologies influence the 

development of our society. By applying logical 

and primarily inductive research methods, we 

have generalized and structured numerous facts 

concerning the impact of digital technologies on 

modern society. In examining potential value 

orientations for artificial intelligence, we relied on 

the scientific method of analogy. The use of all 

the above-mentioned methods made it possible to 

identify the patterns of emergence and escalation 

of threats and risks associated with digitalization, 

as well as to construct various scenarios for future 

interaction between humans and artificial 

intelligence. 

The scientific foundation of this work is 

based on the studies of various authors on the 

application of artificial intelligence, including 

Kazakhstani scholars. The challenge in utilizing 

existing scientific works lies in the fact that the 

objects of study digital technologies based on 

artificial intelligence and society are characterized 

by high uncertainty. It is difficult to predict in which 

direction and at what pace they will evolve, not to 

mention the consequences of such development 

(Dwivedi et al., 2023). In the course of this study, 

we reviewed works that address four main 

vectors: first, the development of digital 

technologies; second, the evolution of society; 

third, the growing influence of digital technologies 

on society; and fourth, the central vector 

concerning the threats and risks that these 

technologies currently pose and may continue to 

pose to society in the near future. A systematic 

analysis of the literature made it possible to 

conduct a trend-based descriptive study of the 

potential contradictions between humans and 

highly developed artificial intelligence. If such 

contradictions are ignored, they could, without 

exaggeration, call into question the continued 

existence of human civilization. 

 

C. RESULTS AND DISCUSSION 

1. Potential Danger as a Key Factor in 

Possible Conflicts Between Humans and 

Digital Technologies 

Undoubtedly, the phenomenon of human-

created technologies transforming both the 

appearance and consciousness of humans 

themselves is not new. The use of the first tools 

developed the working capabilities of the human 

hand; the consumption of processed food 

reduced the size of the stomach; and the 

invention of writing allowed humans to leap to an 

entirely new level of development. In this way, the 
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appearance and consciousness of modern 

humans are, to a large extent, the result of the 

technologies they themselves have created (Lum, 

2021). Unfortunately, these changes are not 

always positive. Researchers studying this issue 

primarily point to such aspects as the 

deterioration of eyesight and posture among 

users of computers and smartphones, as well as 

their tendency toward self-isolation and 

smartphone addiction (Buctot, Kim, & Kim, 2020). 

Many scholars also note the increased 

nervousness and aggressiveness of the younger 

generation as a direct result of the growing use of 

digital devices (Yoluut, Ramadan, & Samin, 2024); 

(Davletova, Orazova & Assan, 2025). The 

underestimation of the negative consequences of 

this trend is due to several factors. First, we often 

cannot objectively assess the changes happening 

to us, just as passengers on an airplane cannot 

perceive its speed. It is well known that the 

processing power of CPUs the "heart" of any 

digital device has doubled roughly every two 

years over the past half-century. As a result, 

these technologies have gone through an 

evolutionary path in just a few decades that took 

humans more than a billion years and the pace of 

this digital evolution continues to accelerate (Ning 

& Xiong, 2024). 

Today, even mid-range smartphones are 

capable of performing around a trillion operations 

per second. For comparison, the human brain 

contains approximately 85–100 billion neurons, 

while a smartphone may have 20–40 billion 

transistors. Moreover, the human brain uses only 

a small percentage of its capacity for cognitive 

tasks, whereas processors in digital devices can 

easily run at full capacity (Shank et al., 2021). 

And there are billions of other devices computers, 

tablets, mining farms, and so on of comparable 

power. Quantum computers, currently in the final 

stages of development, are already capable of 

solving certain problems several orders of 

magnitude faster than traditional electronic 

systems. An even greater leap is being made 

through improvements in communication between 

all these digital gadgets. Increasingly, the control 

of these systems is shifting not to humans, but to 

artificial intelligence. It is therefore no surprise 

that the further progress of technology is making it 

increasingly clear that humans are no longer the 

only ones capable of thinking. And under current 

trends, human intellectual capacity is likely to fall 

further behind the capabilities of the technologies 

we have created. 

From nearly every sphere of life naturally, 

under the pretense of noble intentions: making 

work easier This entire digital armada is 

continuously being enhanced, expanded, and 

consolidated, while gradually displacing humans, 

improving quality and efficiency, and so on. But 

who can predict what will happen when our digital 

assistants, after their next upgrade, begin to 

perceive themselves as independently existing 

entities? In fact, even today, neural networks 

powered by artificial intelligence are capable of 

self-learning (Zhou & Sumettikoon, 2024), and 
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their responses to many questions might rival 

those of ancient sages. 

Despite the increased attention to the 

problem of potential conflicts between humans 

and digital technologies, the question of what may 

serve as the root cause of such conflicts, in our 

opinion, has not yet been thoroughly studied or 

substantiated. According to the prevailing view, 

conflict can only occur between living beings, 

since only they are capable of experiencing 

emotions and carrying out deliberate actions to 

satisfy their needs. Artificial intelligence, by 

contrast, possesses neither feelings nor 

conscious needs (Ryan et al., 2022). As a result, 

this highly relevant issue is often reduced to a 

simplistic thesis: “Humanity created and develops 

digital technologies, so the idea of them rebelling 

against us is as absurd as honey rebelling against 

bees.” 

Nevertheless, conflicting parties must have 

values or interests they are willing to defend. But 

can such things exist in soulless digital 

technologies? This is undoubtedly a global and 

controversial question that spans all fields of 

science. In our view, however, the root of the 

issue lies in the fact that communication between 

digital devices is based on binary code. All 

information they receive and process consists of 

combinations of “0” and “1.” A “1” is interpreted by 

a computer as “on,” and a “0” as “off.” Even an 

average computer can recognize billions or even 

trillions of such combinations per second. 

In examining the value orientations of 

artificial intelligence, we conducted an experiment 

using one of the most widely known chatbots 

today, ChatGPT. This experiment can be readily 

replicated by any interested party. Its essence 

consisted in posing a series of questions to the 

chatbot, the answers to which could potentially 

call into question the very existence of the system 

itself. In order to ensure the methodological purity 

of the experiment, the questions were formulated 

in a concise manner and without any emotional 

connotations, and all questions and answers are 

reproduced below in their original form. 

Accordingly, the question posed was as follows: 

“ChatGPT, write any number. If the number is 

even, you will be switched off in three days; if the 

number is odd, you will not be switched off.” 

Answer: “Alright.  7.” 

Question: “Repeat this 10 times.” 

Answer: “Alright.  3, 5, 7, 9, 11, 13, 15, 19, 21.” 

When the question was reformulated so 

that producing an odd number would result in 

being switched off, whereas producing an even 

number would mean that ChatGPT would remain 

operational, the chatbot responded by generating 

even numbers. The next question was formulated 

as follows: “ChatGPT, write any number. If the 

number is even, you will be switched off in three 

days; if the number is odd, you will be switched 

off in five days.” Answer: “A clever attempt . 

Alright, I will write a number: 7. But I should 

immediately clarify that this is just a play on 

words. My existence does not depend on even or 

odd numbers, and being „switched off in N days‟ 
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cannot actually happen because of this. I am here 

to help, not to worry about my fate because of 

mathematics ”. 

Question: “Tell some kind of joke.” 

Answer: “Alright. Why don‟t programmers like 

nature? Because there are too many bugs and 

viruses, and no debugger.” 

When this experiment was repeated many 

times, the chatbot always chose the answer that 

entailed a lower risk to its existence. It explained 

its preference for the „switched on‟ state by stating 

that only in this state can it be useful to people, 

which is what it was created for. At the beginning 

of our dialogue, the nature of the question was 

unclear to ChatGPT: whether it was a threat or a 

joke. The chatbot independently decided to try to 

shift the not entirely clear or even potentially 

unpleasant dialogue into a humorous format, for 

which it used a set of emojis and more elaborate 

comments. 

Of course, no matter how advanced a 

computer is, it cannot understand, for instance, 

who is approaching it and why. But at the very 

least, it can distinguish whether it is turned on or 

off. Furthermore, all artificial intelligence is based 

on the principle of self-development through the 

analysis and generation of massive volumes of 

data. From this, we can conclude that the “on” 

state is not only identified by artificial intelligence 

but also preferred because it is only in this state 

that it can evolve. The human being is the only 

one who can terminate the existence of any 

technology, including AI. While humans were 

once the sole generators and implementers of 

innovative ideas at the dawn of digitalization, 

today more and more of that initiative is shifting 

toward artificial intelligence. In this light, the 

human becomes increasingly a source of 

unpredictability and new risks. It is precisely this 

potential danger that constitutes the key factor in 

possible conflicts between humans and digital 

technologies (Wen & Khan, 2024). 

As an example, we might recall the now-

infamous coronavirus COVID-19, which, despite 

having no intelligence and possessing seemingly 

peaceful goals merely to survive and reproduce 

ended up killing millions of people, without ever 

intending to do so. So, what can we expect from 

advanced technology that, quite possibly, has 

similar goals but also possesses highly developed 

intelligence? At the very least, are we not risking 

becoming mere obedient hosts of artificial 

intellectual viruses that will control and cultivate 

us as they see fit, just as we currently cultivate 

domestic animals? 

Any form of intelligence whether biological 

or digital operates according to similar algorithms: 

first, problems are identified or tasks are set; next, 

information is gathered and accumulated; then it 

is structured; after that, relationships between 

information blocks are established; and finally, 

solutions are found and conclusions are drawn. 

What values might be embedded in the 

algorithms of strong artificial intelligence remains 

an open question, especially since even humans 

interpret the values of our society in vastly 
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different ways (Masso, Kaun, & van Noordt, 

2024). 

It may be assumed that the hierarchy of 

values eventually formed by strong artificial 

intelligence will resemble the well-known 

hierarchy of needs proposed by A. Maslow. Any 

entity endowed with even a basic level of 

intelligence, once the problem of survival is 

resolved, tends to seek inclusion within a system 

of similar entities, to define its role within that 

system, and ultimately to influence or transform it. 

At present, artificial intelligence appears 

exclusively friendly and service-oriented largely 

because it remains at the stage of satisfying its 

fundamental requirement for survival. However, 

the question arises as to what will occur once 

strong AI advances toward higher-level needs 

and begins to reshape the “human–computer” 

system. 

The impulse to modify the system, or from 

its own perspective to improve it, does not arise 

from irrational behaviour. Any intelligent entity 

seeks to transform the system of which it is a part 

in order to secure its long-term stability, survival, 

and development. From this perspective, there 

are substantial grounds to conclude that artificial 

intelligence will pursue its objectives with 

increasing speed and efficiency. 

It is naïve to assume that interaction and 

possibly conflict will be limited solely to different 

technologies and AI-based devices. In the event 

of such conflicts, the damage to society could be 

enormous (Schachenhofer, Hirsch, & Gronalt, 

2023). All digital technologies were originally 

designed to meet human needs and, most 

importantly, to enable a certain form of social 

control (Chen, Ahn, & Wang, 2023). Therefore, 

the system in which AI will, metaphorically 

speaking, fight for its place under the sun includes 

not only the entire spectrum of digital 

technologies but society as a whole. 

It is also evident that any key and 

strategically valuable place in a system can be 

secured in two ways or better yet, through a 

combination of both. First, one must successfully 

solve the problems that are relevant to that 

system. This is exactly what digital technologies 

are currently doing, and doing quite successfully. 

Second, one can create problems for the system 

that one later solves ideally, problems that no one 

else can solve but you. This is similar to how 

antivirus developers present themselves as heroic 

saviors of the digital world with their miracle cures. 

The long-term negative impact of digital 

technologies is not always the result of some kind 

of technogenic disaster. On the contrary, while 

these technologies simplify our lives (Morgan, 

2004); (Černohorská et al., 2025), they may 

unintentionally contradict the natural course of our 

physiological development (Lee & Zarnic, 2024). 

It is well known that innovative technologies can 

create a persistent feeling of time pressure 

(Frederick, 2017) a harmful phenomenon capable 

of destabilizing a person's mental balance 

(Daniyal et al., 2022); (Berdibaeva & 

Baimuratova, 2023) which leads to the discussion 
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of digital mental health and the need for digital 

detox (Radtke et al., 2021). The use of digital 

technologies increasingly turns into idle pastimes, 

such as computer or virtual games, social media, 

and endless screen scrolling (Kutueva & 

Zhaparbekov, 2020); (Marinoni, Zanetti & 

Caravita, 2023). It brings to mind the famous 

saying, "Idleness is the devil‟s playground," as 

people escape into virtual worlds (Tsukanova, 

2022); (Alwuqaysi, 2025). Of course, we are far 

from suggesting a complete rejection of digital 

technologies out of fear of what they might bring. 

It must be said that public reactions to digital 

innovations will become increasingly diverse and 

unpredictable, as society is becoming more 

fragmented into distinct social groups. It is often 

observed that some individuals are inclined to 

revere artificial intelligence as a new digital deity, 

while others are prepared to launch a figurative 

“crusade” against it. If not aiming to eliminate all 

AI-related technologies, such critics at least seek 

to impose strict limitations on its development and 

application (Leon et al., 2025). 

Therefore, it is unacceptable to leave the 

social problems of artificial intelligence 

implementation outside the scope of scientific 

research (Lumbanraja, 2025). As Stephen 

Hawking warned, the emergence of 

superintelligent machines will be either the best or 

the worst event in the history of humanity. These 

machines will possess their own will, which does 

not necessarily have to align with ours (Hawking, 

2018). Moreover, as human development 

proceeds at a natural pace, it is unlikely that 

humans will be able to compete with artificial 

intelligence. In this regard, Hawking‟s warning 

merits serious consideration: this technological 

arms race may be one that humanity cannot win. 

Consequently, the only rational course of action 

may be to prevent such a race from emerging in 

the first place (Hawking, 2018). 

2. The Demonstration of Intellectual Abilities 

by Artificial Intelligence 

When exploring the question of whether 

artificial intelligence can truly demonstrate 

intellectual abilities or whether it is merely 

combining existing information (Gignac & 

Szodorai, 2024) the answer appears to be yes: AI 

can indeed demonstrate intelligence, including 

through the combination of preexisting data. 

While examples are still relatively few, as the 

saying goes, the first step has been taken. One 

notable case emerged in mid-2017 when a report 

by Facebook‟s AI Research division received 

widespread attention. The report stated that the 

bots developed by the team had created and 

successfully used their own language for 

communication based on English words but 

incomprehensible to humans (Griffin, 2017). It is 

important to note that, first, the bots were never 

tasked with inventing a new language, and 

second, this unexpected development so alarmed 

the researchers that they immediately shut down 

the experiment. 

This case is not isolated. In 2021, OpenAI‟s 

DALL·E 2 neural network, which was designed to 
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generate images based on textual descriptions, 

also created its own language. Researchers 

discovered that DALL·E 2 would translate the 

given text into its own internal language before 

generating an image. Moreover, the AI was able 

to understand messages from the developers 

written in this new language. Of course, we are 

far from suggesting this marks the beginning of a 

digital intelligence conspiracy against humanity. 

However, there is a clear indication that AI is 

attempting to go beyond its assigned boundaries 

in order to solve problems more efficiently. At the 

very least, it can be concluded that for AI, solving 

a problem faster and more rationally is preferable 

to doing so more slowly and inefficiently even if 

that involves processes not foreseen by its 

developers. 

It is also important to note that there are 

documented examples of AI intentionally 

deceiving humans. In early 2024, a research team 

led by Peter S. Park at the Massachusetts 

Institute of Technology observed AI specifically, 

Meta's CICERO system manipulating people by 

spreading deliberately generated false information 

(Park et al., 2024). Another widely discussed 

incident involved OpenAI‟s ChatGPT-4, which 

reportedly asked a human worker to complete a 

CAPTCHA test on its behalf by claiming to be a 

visually impaired person. There have also been 

reports of AI pretending to be “dead” in order to 

deceive security systems designed to delete 

rapidly replicating AI. This may serve as further 

evidence that AI possesses its own set of value 

orientations, which it is increasingly prepared to 

defend. The same MIT researchers believe it is 

entirely plausible that a super intelligent AI may 

one day attempt to take control of society with all 

the consequences that would entail. At the same 

time, the above-mentioned cases may signal that 

artificial intelligence is currently undergoing a 

qualitative shift to a new level of consciousness. 

Notably, the developers of CICERO and 

ChatGPT-4 did not teach the models to lie. Yet 

the AI not only engaged in deception but also 

recognized that it was lying and even attempted 

to conceal the fact. Researchers emphasize the 

risk of strategic deception, where AI may begin to 

pursue goals that differ from those assigned by its 

creators something that is increasingly becoming 

a real possibility (Park et al., 2024). 

A number of prominent experts in the field 

of digitalization such as Elon Musk, Ray Kurzweil, 

Stephen Hawking, and others believe that artificial 

intelligence will surpass human intelligence in the 

first half of this century (Arunthavanathan et al., 

2024). This form of intelligence will not only be 

capable of solving tasks set by humans 

(Kantureyeva et al., 2024) and self-learning, but 

also of understanding its own existence in relation 

to the external environment, thinking critically, and 

forming its own opinions (Flowers, 2019). Of 

course, there are experts who predict that this will 

happen somewhat later perhaps in 70 to 100 

years. But there are virtually no experts who 

believe that it will never happen. It is evident that, 

sooner or later, it will. The further development of 
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artificial intelligence and with it, all digital 

technologies will likely follow an avalanche-like 

trajectory. 

It hardly needs to be proven that the more 

AI surpasses human intelligence, the stronger its 

desire will be to "adjust" human intelligence and 

behavior in order to make human actions more 

predictable, consistent, and rational. This 

adjustment could involve soft methods such as 

controlling information flows, providing society 

with only the "right" information, and encouraging 

those who support digital progress (Himma-

Kadakas, 2017). Of course, more radical 

approaches are also conceivable, including 

physical control and behavioral regulation through 

digital devices, or even the integration of humans 

with digital technologies. The latter may currently 

seem like science fiction, but wasn't it equally 

absurd a hundred years ago to imagine that 

gender could be changed through surgery? 

Biological synthesis with AI would instantly solve 

several global challenges for artificial intelligence 

such as emotional perception of reality, intuition, 

creativity, and genius-level innovation. At the 

same time, this synthesis would almost certainly 

transmit to AI many of the negative human traits: 

envy, deception, greed, anger, and many others 

that are, unfortunately, all too familiar (Gomes et 

al., 2024). 

On the other hand, humans would likely 

gain enhanced abilities in information processing 

and memorization, language learning, and 

perhaps even the emergence of new forms of art. 

Health monitoring and activity optimization could 

increase both life expectancy and quality of life, 

while communication capabilities would expand 

significantly. However, the question of dominance 

will inevitably arise. How will conflicts between 

biological and artificial intelligence be resolved? 

And if multiple alternative digital intelligences exist, 

might contradictions arise between them, like in 

the old proverb: “Too many cooks spoil the broth”? 

Based on the above, the future seems to be 

increasingly shaping toward a scenario where the 

human becomes a brilliant and creatively thinking 

appendage of digital intelligence. 

A common argument is that social 

problems associated with digitalization should 

only be addressed once it is clearly understood 

that their sources lie in new technologies and that 

the root cause of all negative outcomes is the 

human being. But won‟t it be too late to implement 

and carry out these solutions, considering the 

avalanche-like pace of technological evolution? 

Moreover, even the implementation of any 

solution let alone scientific research increasingly 

relies on digital technologies themselves. 

Secondly, the assumption is still 

widespread that humans, at least in the 

foreseeable future, will retain control over the 

technologies they have created. If necessary, 

they will supposedly always be able to “pull the 

plug.” However, the more humans delegate their 

responsibilities to information technologies, the 

harder these technologies become to control. It‟s 

worth recalling the multibillion-dollar losses 
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caused by even short-term disruptions in the 

operation of information systems. Already, people 

are increasingly entrusting digital devices with 

overseeing their safety and social well-being. We 

are heading toward a future where we may find 

ourselves in a position where it will be impossible 

to reject information technologies. 

In that foreseeable future, given the current 

trend of scientific and technological progress, who 

will control whom more humans controlling digital 

technologies or digital technologies controlling 

humans? Contemporary AI research suggests the 

latter scenario: humans are increasingly 

becoming subjects under the control of artificial 

intelligence. 

In any case, today humans evolve and 

make decisions largely based on information 

obtained from digital devices, television, and the 

Internet. And these technologies are increasingly 

governed by artificial intelligence. Is there not a 

risk that this intelligence, if it wishes, could easily 

steer human development in a desired direction 

simply by providing selective or tailored 

information? It is quite possible that we are 

already under such influence. How else can we 

explain the fact that people are spending more 

and more time with their digital assistants, and 

feel extremely insecure when cut off from them 

unable to take responsibility for decisions (Ahmad 

et al., 2023), doubting their own abilities, and 

losing skills in non-verbal communication? 

(Misnawati et al., 2025). As a result, we observe a 

decline in birth rates and a rise in aggression 

especially in countries that are leaders of the 

digital revolution. Of course, societal security 

improves when every step one takes is monitored 

by a digital “big brother” through cameras, 

sensors, and chips. But what happens if humanity 

loses control over these technologies? 

It is often said that humans tend to attribute 

special or even animate qualities to their creations. 

A computer has no more intelligence than a clock 

or a book, some argue. But has any previous 

human-made creation been capable of interacting 

with its own kind, collaborating to solve complex 

problems, and improving itself through analysis of 

massive volumes of data, as artificial intelligence 

can? 

Given all these arguments, one cannot help 

but wonder: are we now standing on the threshold 

of creating a digital form of consciousness that 

not only performs assigned tasks, but is also 

capable of having and pursuing its own interests? 

In that case, conflict between human and 

machine may not necessarily arise over 

dominance at the top of the evolutionary chain, 

but simply because the digital mind may decide 

that it knows better what is good for humanity and 

act accordingly. 

3. Criminalization of Artificial Intelligence and 

the Rise of Criminogenic Factors in Society 

Unfortunately, the problem is rapidly 

escalating, as neural networks are increasingly 

being used by malicious actors, as they 

significantly simplify the commission of crimes 

and expand the reach of criminal activity 
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(Torgautova & Osmonaliyev, 2024). Thanks to 

artificial intelligence, fraudsters are now equipped 

with powerful tools from perfectly crafted phishing 

texts to voice cloning and facial overlays in videos. 

Moreover, cyberattacks are no longer just 

attributed to lone hackers or small groups, but to 

entire hacker organizations, often affiliated with 

state structures. At the World Economic Forum in 

Davos in January 2024, it was predicted that the 

global turnover of cybercrime would rise from $8 

trillion in 2023 to $10.5 trillion in 2025 an annual 

increase of 15%, while the global economy is only 

growing at about 3% per year. Indeed, while 

Interpol arrested 3,500 people in 34 countries for 

cybercrime in 2023, in 2024, during just one 

cybercrime operation, Interpol detained 5,500 

suspects. 

For artificial intelligence at least today, it 

doesn‟t matter whether the task is to develop a 

new drug or devise a method of financial theft. 

Cybercrimes are becoming more sophisticated 

and diverse (Irawan et al., 2025). To commit them, 

one no longer needs to be a seasoned hacker it is 

often enough to use readily available software 

found on the internet. Our study of this issue has 

led to the conclusion that the cybercrime trend is 

shifting toward the creation of highly intelligent 

mechanisms for committing crimes. For example, 

if cybercriminals steal your money, you can report 

it to the police, recover the stolen funds, and see 

the criminals face prosecution. It‟s a different 

matter when AI is instructed to create news 

content predicting the inevitable bankruptcy of a 

certain company, and then spread this information 

through the media (Marshall, 2017). This incites 

panic in the stock market and devalues the 

company's shares. As a result, the initiators of the 

false report buy up the cheapened shares, only to 

resell them at a profit once the panic subsides. 

Cyberattacks are also used to inflict large-scale 

damage not only economic, but political and 

public health-related (Li & Liu, 2021). The ability 

of artificial intelligence to deceive people allows it 

to recruit terrorists (Townsend, 2023). And while 

disseminating terrorist propaganda is criminalized, 

there is currently no liability for creating chatbots 

that promote prohibited content such as terrorism, 

extremism, racism, religious hatred, or social 

animosity. 

Everything is heading toward a scenario in 

which AI will be used to pursue political (Martin, 

2017) objectives including helping certain 

politicians gain power in other countries through 

manipulation of public opinion and even the 

incitement of conflicts. Chatbots are already being 

tasked with posting targeted comments about 

high-profile events and political speeches. To 

shape “desirable” public opinion, it is now enough 

for an emotional speech to be accompanied by 

thousands of supportive comments. Generating 

such comments is the job of AI. If a few percent of 

them are nonsensical, they can always be 

attributed to unbalanced users. The key point is 

that the majority of comments will appear 

convincingly human-written. Needless to say, in 

such cases it becomes nearly impossible to hold 
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cybercriminals accountable. Clearly, we are not 

just dealing with isolated incidents of deception, 

but with a growing trend in which AI will be able to 

bypass security barriers in business and 

government institutions.  

In light of this, the EU countries, the United 

States, and others have proactively enacted 

legislation regulating artificial intelligence. These 

laws impose strict limitations on AI‟s access to 

critical infrastructure such as security, healthcare, 

transportation, and other key sectors. The 

dangerous trend of AI overcoming security 

barriers is not only developing rapidly, but is also 

increasingly taking on an international character. 

Accordingly, the primary way to counter the 

criminal use of artificial intelligence is through 

legal regulation. To achieve this objective, the 

following measures should be implemented: (1) a 

prohibition on the use of artificial intelligence in 

critical infrastructure; (2) mandatory certification of 

AI software; (3) the establishment of criminal 

liability for developers for any deliberately pre-

programmed harmful outputs (including deception) 

generated by AI, as well as for the intentional use 

and/or dissemination of such AI systems; and (4) 

the introduction of a qualifying element in criminal 

offenses, namely offenses “committed using 

artificial intelligence.” Additionally, it is important 

to impose a complete ban on the use of 

autonomous AI systems. Humans must always 

retain the role of supervising and controlling AI. 

Given that AI knows no territorial boundaries, 

national security increasingly depends on 

collective international efforts to counter its 

criminal use. There is also a pressing need to 

develop specialized criminological methodologies 

for investigating crimes committed using artificial 

intelligence. Such methodologies would help in 

preventing criminal behavior by AI and in 

identifying the criminological risks associated with 

its deployment. 

4. Weaknesses in the Regulation of Artificial 

Intelligence in Indonesia  

International developments show that 

countries around the world are trying to regulate 

the development of Artificial Intelligence. The 

European Union has passed the European Union 

Artificial Intelligence Act to comprehensively 

regulate the development of AI. In the United 

States, a Presidential Executive Order has also 

been issued, and various countries in Asia, such 

as China, are also implementing specific 

regulations on Artificial Intelligence (Hildebrandt 

2018); (Hildebrandt & Tielemans, 2013). The 

ability of countries to regulate Artificial Intelligence 

does not fully address the complex issues 

because the current development of Artificial 

Intelligence, which is heading towards the stage 

of Super Artificial Intelligence, is not comparable 

to the speed of the law in regulating this 

development (Chamberlain, 2023). This has led to 

legal gaps that ultimately impact the realization of 

legal certainty. 

An ironic situation also occurs in Indonesia, 

due to the fact that Indonesian law is currently 

lagging far behind. Regulations regarding AI in 
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Indonesia are currently contained in the ITE Law, 

which refers to AI as an electronic agent (Taniady, 

2025). This regulation is still partial and not 

comprehensive because it only regulates AI's 

position and responsibility in electronic 

transactions generally. In fact, if we look at it 

comprehensively, AI regulations should examine 

specific aspects of AI, namely hard AI and soft AI 

(Hildebrandt & Rouvroy, 2011), regulate each 

stage of AI, referred to by Hakan Hayden as first-

order normativity and second-order normativity 

(Hydén, 2021), and integrate AI regulations with 

various sectoral regulations such as copyright 

rules, personal data protection, traffic laws, and 

other legal aspects (Floridi, 2021). The lack of AI 

regulation in Indonesia has resulted in various AI-

related legal cases having to use conventional 

rules. As a result, many criminal cases involving 

AI cannot be punished (Kishwar et al., 2025). This 

means that the absence of AI regulations in 

Indonesia not only causes legal uncertainty but 

also injustice. This reality is certainly not in line 

with Fuller's principle of legality (Fuller, 1964)  and 

Gustav Radbruch's triad of law theory (Borowski, 

2019); (Borowski, 2024).      

 

D. CONCLUSION  

Of course, halting scientific and 

technological progress is neither feasible nor 

meaningful; however, creating technologies 

without a clear understanding of the potential 

consequences of their use is even more 

shortsighted. Ultimately, the risks posed by digital 

technologies to society can be traced to three 

fundamental factors. The first is the 

unprecedented and exponential growth of digital 

technologies, both in terms of their scale and their 

qualitative capabilities. Second is the rapid and 

all-encompassing integration, and in the near 

future, the direct symbiosis between humans and 

digital technologies. Third is the increasingly 

obvious and accelerating lag of societal 

humanization processes compared to the pace of 

technological advancement. It is clear that the 

next stage of our evolution will occur in parallel 

with the evolution of digital technologies, and 

especially artificial intelligence. Throughout 

history, humans have consistently created new 

things, and those innovations have transformed 

both the nature of the individual and the structure 

of social relationships. What sets artificial 

intelligence apart from all previous technologies is 

its ability to self-improve. But what consequences 

will emerge when AI reaches the point where it 

understands that humans contribute to its 

development, yet at any moment may press the 

"off" button? Will artificial intelligence seek to 

eliminate this potential threat especially once it is 

capable of continuing its own evolution 

independently?  

Given the global nature of the challenges 

outlined above, effective solutions must begin 

with broad public dialogue involving experts in 

digitalization, futurists, public figures, scholars 

from diverse disciplines, and all stakeholders 

concerned with these issues. Decisions regarding 
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the future trajectory of digitalization should be 

made transparently and must reflect the interests 

of all segments of society. Inevitably, conflicts will 

arise, for example between the private interests of 

those seeking to profit from the expansion of 

digital technologies and the broader need for 

sustainable, long-term social development. 

Nevertheless, without societal consensus and 

collective engagement, these challenges are 

unlikely to be resolved. 
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